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You’ve been hacked — Now what? Steps a
company must take following a cyber attack

I

n the short time since our first
cyber risk article published in the
Spring edition of The Illinois
Manufacturer, another major hack
has occurred. And this time it was
not the private sector, but, rather,
the U.S. Office of Personnel
Management that was breached.1 On
Thursday, June 4, the White House
announced the breach of up to four
million current and former federal
employees’ records dating as far
back as the 1980s2 and impacting an
estimated 2.1 million current federal
employees. While the U.S. Government was the victim this time, this
recent attack is yet another example
that no entity is immune from the
risk of a cyber attack.3
Given that the chance of a cyber
attack is more than a mere possibility, companies must be proactive by
developing and implementing comprehensive strategies designed to
minimize the impact of a data
breach. In fact, data shows that
companies that are proactive in this
area save time and money, and minimize the impact of a data breach on
its business, in the event one occurs.
For example, companies that have a
strong security posture as well as a
business continuity management
plan will experience lower costs and
expenses in the event of a data
breach.4 The data speaks to developing an incident response plan before
a breach ever occurs.
This article discusses the issues
that a company should consider and
steps it should take following a
cyber security breach.

equipped to address a breach if it
forms an incident response team
before a breach ever occurs.
The incident response team
should include personnel from several relevant areas of the company,
including management, IT and
human resources. It is also critical to
identify an IT forensics expert that is
experienced in responding to data
breaches, so that you can contact
that company immediately upon
learning of a breach. It may also be
important to retain a media consultant, depending on the nature of
your business as well as the breach
itself. A breached company will also
want to place its insurance carrier
on notice of the incident.
Finally, the participation of an
attorney in the incident response
process will allow for the protection
of the attorney-client privilege, and
will also provide assistance with
responding to an investigation by
the United States or other government entity, should one occur. Legal
counsel will also be able to ensure
your compliance with the notifica-

tion laws of every state that is
impacted by the breach.

Documenting Post-Breach Efforts

In the event of a breach, it is critical that your company document all
post-breach remedial measures. This
information will be important for
determining the sufficiency of your
remediation efforts, preventing similar
incidents from occurring in the future,
and — if necessary — responding to
an investigation by the United States
government or other entity.
It is also important that your
company preserve all relevant information including hardware. A company that fails to preserve all relevant data exposes itself to potential
liability for spoliation of evidence
claims — a separate and independent cause of action that is based on
a party’s failure to preserve information relevant to a lawsuit.5 Moreover,
documenting remediation efforts will
prove helpful in defending against
subsequent lawsuits, in the event of
litigation. Such an audit and evaluasee HACKED page 23

First Things First: Emergency Response

In the event of a breach, one of a
company’s first and primary concerns
must be identifying and containing
the breach. To the extent possible, a
company will also want to recover
any lost data. As is the case with any
crisis, a company will be better
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tion should include identifying what
data was compromised and how,
what systems were affected by the
breach, how the breach was detected and when, and the post-breach
efforts. Of course, a natural — and
critical — part of this process will
involve addressing whatever issues
are attributable to the identified vulnerabilities in the system.6
In addition to allowing an emergency response team to perform its
various duties, companies should
also evaluate any ongoing cyber
risks on a higher level, including
device management, information
management and employee training.
Once a breach occurs, your company is “on notice” of such an incident. While the law does not require
a company to be perfect, the standard of reasonableness requires that
a company make reasonable postbreach efforts to prevent future incidents, in light of the lessons learned
from the breach itself. The failure to
do so could prove extremely detrimental in the event of litigation.

Compliance Issues and
Notiication Requirements

A third, but crucial step is to
identify and comply with the relevant notification requirements. There
may be state, federal as well as
industry-specific requirements that
must be satisfied. Notably, a company is required to comply with the
notification laws of every state in
which a breach occurs. This means
that your company could, potentially, be responsible for complying
with the laws of 47 different states.
Depending upon the nature of
the breach, a company will also
need to consider whether it is necessary to provide identity monitoring
and protection to the victims of the
breach. It also may be appropriate
to assist victims by providing identity recovery services.

Dollars and Sense

The costs associated with a data
breach are significant. As reported in
The Ponemon Institute’s Cost of Data
Breach Study: Global Analysis, in the
United States, the average cost of a
non-malicious data breach was $195
per record, and the average cost of a

malicious or criminal attack was $246
per record.7 Additionally, in the
United States, where companies are
(for the most part) legally required to
notify victims of a data breach, the
average notification cost exceeds
$500,000 in the event of a single
breaching event. Perhaps more troubling is the fact that the average cost
of business lost by a U.S. company
following a breach exceeded a staggering $3.3 million, and businesses
also suffer from the loss of reputation, diminished goodwill, as well as
abnormal customer turnover.
The failure to comply with postbreach legal requirements could
prove even more costly. For example, Illinois law requires that a company inform victims of a data
breach, and the failure to do so
could expose your company to liability for consumer fraud violations
and hefty fines.8 Further, a company
that violates other, relevant laws, following a data breach9 potentially
subjects itself to civil penalties.10 Not
surprisingly, legal violations are also
aggressively prosecuted.11 For example, in the first quarter of 2014 alone,
the Consumer Financial Collection
Bureau collected almost $40 million
in fines and penalties.12 For these
reasons, it is critical that any company that experiences a breach ensures
timely compliance with any relevant
laws, statutes and regulations.

Post-Breach Employee Training

IBM estimates that over 95 percent of all breach incidents investigated can be attributable to “human
error” in some respect.13 The most
commonly recorded form of human
errors include system misconfiguration, poor patch management, use
of default user names and passwords or easy-to-guess passwords,
lost laptops or mobile devices, and
disclosure of regulated information
via use of an incorrect email
address. Perhaps unsurprisingly, the
most prevalent contributing human
error is “double clicking” on an
infected attachment or unsafe URL.
Incorporating employee training
helps to reduce the pre-breach risks
that result from human error.
However, it is equally important to
reinforce cyber risk training after a
breach, to ensure that your company
is maintaining a culture of cyber
awareness.
Interestingly, following the OPM
hack discussed above, the federal
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government (as it must) continues to
send vital information to its thousands of employee. Multiple reports
have surfaced that many employees
are mistaking these emails for malicious phishing campaigns and deleting and reporting them. This is one
area that should be addressed in
post-breach employee training.14
The last thing that any company
wants is for history to repeat itself,
and to fall victim to the same type
of data breach a second time. Postbreach employee training and
awareness can help your company
to manage this risk. Moreover, attorney involvement in post-breach
training will allow for the protection
of the attorney-client privilege.

Is litigation on the horizon
following a breach?

A company should expect litigation following a breach. Data shows
that the rising prevalence of cyber
breaches also means an increase in
consumer protection class action
lawsuits. Some courts are dismissing
these class action suits because
plaintiffs have not suffered an actual
harm or injury and thus lack standing or the ability to bring a lawsuit.15
Some other high profile suits, however, have been allowed to proceed.
For instance, In re Target Corp.
Customer Data Security Breach
Litigation, Target brought a motion
seeking to dismiss the suit, however,
the motion was denied. After this
decision,16 Target agreed to pay $10
million to settle the lawsuit.17

Conclusion

According to former F.B.I director
Robert Mueller, “there are only two
types of companies: those that have
been hacked and those that will
be.”18 Cyber and data security
breaches effect companies of all
sizes and are only becoming more
ubiquitous in an increasingly connected business environment. Given
how common these kinds of threats
are becoming, companies must take
actions before, during, and after
attacks to minimize costs, reduce
exposure and to manage this important risk. n
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